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• Introduction

• Pourquoi Cisco ? / Prévisions et attentes avant les jeux

• Architecture 

• REX du CSOC
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Official Partner for Network Infrastructure

Official Partner of Cybersecurity Solutions

Official Partner for Collaboration (Webex)

Cisco x Paris 2024

100 Olympic Venues

4 Major sites: TOC, IBC, MPC, Village
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Cisco’s Engagement in Paris 2024

Cisco CX 

Venue 
Network

Network 
Security

Wireless 
Network

Physical 
Security 
Network

WAN
Compute and 
Storage

Collaboration
Full Stack 
Observability 

3000+ Catalyst 9K 
Switches + Micro

DNA Center 

80+ Firepower, ISE, 
Secure Network 

Analytics 

11000 Catalyst APs
 50+ WLC Catalyst 9K Switches

Panasonic Cameras

WAN services
Private 5G

CURWB

14 UCS C220
For Network Services

4k WebEx Users
50 Telepresences
1,000 IP Phones
Webex Events

Thousand Eyes

Network HLD/LLD
Cyber HLD/LLD/Testing

SW recommendation & lifecycle

Design Governance TOC/SOC Operations

TALOS TI/CIR/TH/CA
HTOM/HTTS/TAC

Smartnet/Spare Mgmt

PMO/AMO
Event Assurance

CAP

Cloud 
Security

Umbrella, Duo, CES, DDOS, 

XDR, CII, Panoptica, VMS, 
Secure Cloud Analytics
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Le contexte

Broadcasting
Timing system & 

Refereeing Assistance

I nformation Screens  & Sound 
S ystems

Accredited WIFI
Smart Experience

Access Control 
& Ticketing Shops

Smart Building

CCTV
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Cisco Zero Trust Architecture, 95% of portfolio

Cloud

Network

Apps/Email

Endpoint

Cisc
o Talos Threat Intelligence

CX Services

P
artner Ecosystem

IdentityFirewall
XD
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Retour de l’ANSSI

https://cyber.gouv.fr/actualites/bilan-cyber-des-jeux-olympiques-et-

paralympiques-de-paris-2024

Un niveau de menace intense, 
conformément aux attentes 

https://cyber.gouv.fr/actualites/bilan-cyber-des-jeux-olympiques-et-paralympiques-de-paris-2024
https://cyber.gouv.fr/actualites/bilan-cyber-des-jeux-olympiques-et-paralympiques-de-paris-2024


© 20 24  Cisco and/or  its affiliates . All r ights  rese rved.    Cisco Confidential 8

Cisco Confidential

Our Cisco view during Olympics

• CrowdStrike BSOD impacting 800+ servers and 3000+ laptops

• SNCF train signaling cabling physical attack

• Many threats on Darkweb, Telegram and Social networks

• DNS abuse, selling fake tickets, streaming and merchandise while harvesting information from 
unknowing users

• Phishing campaigns with raffles or invoice documents attachments 

• Insiders caught through honey pots

• Doxing for some delegations 

• 100+ stolen laptops/phones/tablets in airports and venues

Incident Outside of P2024 responsibility

• A few DDOS towards International Olympic Committee (Switzerland) web site 

• Ransomware targeting French museums
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